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About thisreport

In 1995, the U.S. Agency for International Development's Office of Foreign Disaster
Assistance (USAID/OFDA) provided InterAction with a grant to develop curriculafor
norn-governmenta organization (NGO) training courses in two areas-heath and security.

This report focuses on the security training component of the grant. It summarizesthe
work of the advisory Task Force and Security Working Group, and includes summaries
of the following:

Work undertaken by the project, including development of the curriculum and
holding of two pilot courses,

Unique approaches to security and training adopted by the Task Force and
Working Group;

Learning objectives and modules produced for the course;

Forma and informa evauations of the course,

The primary purpose of the report is to describe the work done under the project and to
recognize the efforts of the individuas and indtitutions which have contributed to its
success, in particular those of the Working Group that produced the find materids, and
designed and implemented the pilot courses.

The larger objective of the report is to document what we have learned about NGO
Security and security training over the course of the project so that those pursuing further
initiatives in NGO security training can build upon what we have done.

Jane Swan
Project Director
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Project Description
OFDA Grant

As part of the review of NGO operations during and after the 1994 Rwanda genocide,
NGOs belonging to InterAction worked with OFDA to identify training needs to improve
NGO performance. Hedlth and security were identified as the top priorities. In 1995,
OFDA responded to these needs by providing InterAction with a grant to develop
curriculafor coursesin both areas. This report summarizes the work of the security
component of the project.

Project History

In December 1995 InterAction hired a Project Director and work on the hedlth
component of the project wasiinitiated. In July 1996 the first security Task Force mesting
was convened, and was comprised of members of InterAction's Disaster Response
Committee, as well as recognized expertsin security.

Subsequently over the course of ayear, NGO members of the advisory Task Force met to
determine the focus and gpproach to security training which would meet the needs of the
NGO community. They determined the following about the course:

The approach should focus on enhancing judgment and decison making.

The target audience should be those with experience in positions of responsibility
for fidd security.

It should be limited to a week.

It should include a train-the-trainers component.

Inmid-1997, consultants with specific areas of expertise were engaged to write the
curriculum and design the course. The Project Director and Associate, one Task Force
member, and the consultants became the security training Working Group which
developed the course modules and piloted the courses held in January and September
1998.

Project Outputs

Under the grant, there were two types of outputs-written materias and pilot courses.
Firg, the Working Group developed the following written materids.

A saries of modules that comprise the curriculum. These were provided to course
participants as reference materia, and most were used in the courses.
Exercises and accompanying lesson plans.



At the end of the project, the course modules, exercises and lesson plans were provided to
USAID/OFDA.

Second, two one-week pilot courses on NGO security were held. In each course, there
were 25 participants from operationa NGOs, the mgority of whom were currently
working in the field. Both courses required agency sponsorship to atend, and had more
gpplicants than could be accommodated.

The January 1998 course was held in Flamingo, Florida USA, and included a
train-the-trainer component. Sixteen agencies and seven nationdities were
represented.

The September 1998 course was held in Bedfordshire, England in order to
facilitate the participation of fild staff and European NGOs. Eleven nationdities
representing twenty-two agencies participated. There was no train-the-trainer
component.

Project |mpact

While difficult to measure, the Working Group believes the project had impact in the
following ways:

Trained 50 people in NGO security, many of whom went on to hold training
courses for their organizations and othersin the field and/or implement improved
Security measures within their organizations,

Developed course modules and lesson plans that others could build upon for
developing resources for security management and future training. Thusfar, one
NGO hasincluded materid developed for the course in anewly published field
guide, and one European training organization is using the curriculum for the
security courses which it offersto NGOs.

Provided aframework, language and forum for diaogue which may contribute to
amore sophisticated approach on the part of the relief community to security
chdlenges. The unique, NGO- specific approach taken is discussed in the
following section.



Course Approach

The Task Force and Working Group had a unique approach to NGO security which, in
turn, had a ggnificant impact on the approach taken to training on security.

Approach to Security

In developing the course, the Task Force and Working Group devel oped a unique
gpproach to security. Initidly, participants in the Task Force meetings looked at
approaches to security based on those used by diplomats, corporations, and militaries.
These approaches often stressed the importance of personal security, standard operating
procedures (SOPs), and technica approaches to improving security.

After consderable discussions, however, it became clear that this traditional modd was
not completely gpplicable to the NGO community given its unique misson. NGOs have
very particular vaues, limited resources, and a need to interface with the community to
operate effectively. These characterigtics make it difficult and inappropriate to rely upon
an gpproach to security that requires sgnificant resources, further isolation from the
community, and the threat of force. NGOs participating in the Task Force and the
Working Group, as well as those interviewed for this project in Europe and Africa,
expressed the need for something different.

The Task Force and Working Group, therefore, gradualy developed another model that
might be described as a holigtic view of "NGO security management,” the mgjor
components of which are asfollows

Relationships. Traditiona gpproaches to security which focus primarily on
"persona security” may underestimate the interdependence of security and
relationships. Many reaionships play akey role in improving security: hedthy
persond relationships within an NGO alow teams to act together rapidly with
mutua confidence in acrigs, within the NGO community, positive relaionships
contribute to trust that alows for sharing of sengtive security information and
coordinated responses to threat; and good relationships with the loca populace
will foster communication and may prevent resentment and hodtility.

Agency- and situation-specific approaches. Approaches to security that provide
prescriptive "one-gze-fits-dl" SOPs may not be appropriate or useful. Situations
differ asto the types and degree of threat. Agencies differ with regard to their
principles, activities, risk propengty, and cgpability and willingness to use

specific measures, such as armed protection. These differences must be reflected
in the security practices they adopt.

Analytical skills and decision making. To move beyond a prescriptive SOP and
make informed, Stuation- and agency- pecific security decisions, NGO fied
leadership needs tools and conceptud frameworks to further refine their andytica
skills and judgment on security issues. Effective security management requires
andytica sKillsto assess the context, threats, and agency vulnerabilities, to



devel op appropriate security strategies based upon this assessment; and to
evaduate and modify strategies and plans as the Stuation changes.

Strategy. Depending on the specifics of a Stuation and the NGO, there are a
variety of drategies to improve NGO security: acceptance (building
relationships), protection (procedura and technical measures to reduce exposure),
deterrence (counter-threats, such as armed protection), or some combination
thereof. Different Srategies are effective in different circumstances, and an
gpproach which enhances security in one Stuation may contribute to greater risk
in another.

Strategy-based security plan. A security plan includes SOPs and contingency
plans (eg., for evacuations). If aplan iswritten without specificaly developing
and articulating a security strategy, it may result in conflicting practices, such as
when an agency wants to improve relaions with aloca populace, but the saff
adopts security measures that send asignd of distrust. By basing SOPs and
contingency plans on a specific security strategy, NGOs can often avoid this
problem.

Multi-disciplinary approach. To develop and adopt this broad approach to
security management, NGOs must work together to identify undocumented good
practices, draw gppropriately from the traditional security experts, and reach
beyond these experts to gain insghts from other disciplines (e.g., area experts,
conflict transformation specidigts, researchers, and anaysts). Few of the
individua components of this NGO security management modd are unique.
When taken together, however, they provide a unique, NGO- specific, holigtic
gpproach to security that has not previoudy been articulated.

Approach to Training

This approach-NGO security management-led the Working Group to develop an
gpproach to security training with the following key components:

Selection of participants with experience and in positions of leader ship. Almost
al of the participants held positions in which they had some responsibility for
security. Thisdlowed them to draw upon and share experiences in a constructive
manner that maximized individua and group learning. That participants werein
leadership positions hel ped insure that the course would have alarger impact;

they would be able to disseminate and implement what they had learned upon
returning to their organizetions.

Adult learning methodology. To maximize learning, trainers used amix of
techniques which drew out and built upon the knowledge and experience of the
participants, including lectures, facilitated group discussions, case studies,

exercises, role plays, smulation, hands-on demonstrations and practice, videos

and dides.

Integration of training and research. Because there are so few documented NGO-
specific good practices in security, research was conducted in conjunction with

the courses. There was an opportunity for participants to learn from the



experiences of one another, and aso for the Working Group to begin to identify
good practices by drawing upon the experiences of the participants.

Diversity of perspectives. Recognizing the divergity of views on security issues
and the importance such diversity contributes to a more complete and accurate
undergtanding, participants were sought from different backgrounds, agencies,
countries, gender, parts of organizations (headquarters and field staff), and status
(expatriate and nationa staff).

Linking the conceptual and practical. Tools and conceptud frameworks were
developed to enhance the anaytical skills of participants. Trainers used case
studies, practical exercises, and facilitated group discussions to demondtrate the
utility of the toals, and to train participantsin how to use them.

Field demonstrations and hands-on practice. Course locations were selected
which dlowed for role plays with vehicles and checkpoints, demongtrations and
practice using telecommunications equipment, and practica exercisesincluding
methods for extricating onesdlf from aminefidd.

Sngle scenario. In addition to real case studies, trainers used a single scenario of
afictitious country cdled "Hamingor." Usng the same scenario for different
exercises throughout the course reduced the time spent doing background reading
on agtuation, and adlowed for acommon understanding of a Stuation to develop.
Thisin turn permitted participants to quickly focus on the purpose of an exercise,
such as understanding the impact of NGO security measures on how you are
perceived by the loca population.

Final smulation. In afind smulation usng "Hamingor," participants were
required to implement an evacuation plan they had written the previous day, as
well as practice many of the skills learned throughout the course.
Train-the-trainers. In theinitid pilot course, there was a training-of-trainers
component which included development of training skills and the opportunity to
prepare to provide security training to othersin the field.



Course Summary

The courses were based on the specific approaches to security and training adopted by the
Task Force and Working Group.

Overview

The course design was based on a structured approach to NGO security management.
There were four core components that were adapted from the traditional management
cycle.

Assessment. Assessment of the Stuation, including the context, threats to NGOs,
vulnerability to those thregats, and risks.

Planning. Adoption of an appropriate security strategy and the process of
developing a security plan, which includes gppropriate SOPs and contingency
plans.

| mplementation. Knowledge and skills-procedurd, technical and behavioral-
needed for effective implementation of a plan, including both preventive
measures and response to incidents.

Evaluation. Andysis of security incidents to re-assess the Stuation and the
effectiveness of your security strategy and plan.

Many topics covered in the courses were cross-cutting, and pertinent to al aspects of the
management cycle. Some of these were addressed in written modules, while others were
discussed as they arose during the course, such as relationshi ps between headquarters and
the field, and between expatriate and national staff.

Module Summaries

The Working Group produced a series of course modules which were provided as
reference materid to the participants. Given the time condraints, not every aspect of each
module was discussed during the course.

The following pages provide brief descriptions of the modules-both those relating to the
four core components above and those focusing on cross-cutting issues. The descriptions
are asynthesis of the written modules and what was taught in the courses, and are
therefore not identica to ether.

1. Re-thinking NGO Security: A Systems Per spective

God: To provide an andyticd framework for thinking about NGO security.

Objectives:.



Understand the significance of security crisesin alarger framework.

Introduce a systems framework that (1) helps to Situate security crises/incidents
within a broader framework of relationships and systemic factors, and (2)
demonstrates how immediate responses to crises and mid-range policy decisons
have sgnificant implications for long-term mission and security strategy, and
vice-versa

Introduce the concept that work is required both within an organization and
between an organization and its surrounding communities to decrease
vulnerability.

Summary: The current atention to NGO security provides an opportunity to re-envison
larger questions of NGO projects, mission statements, and procedures. It isimportant to
andyze security incidents and place them in their broader context. Crisis events are
inevitably embedded within alonger perspective of time and a more complex set of
relationships. A crisgs and incident requires a response, but so do the root causes of the
crises. The decisons made and actions taken in response to an immediate criss will have
sgnificant implications for NGO vulnerability in the long term.

2. Image and Acceptance

God: To enable an agency and its personnd to act in a manner which enhances
acceptance of its presence, and to understand how such acceptance contributes to
Security.

Objectives:.

Understand your agency and how others perceiveit.

Differentiate between groups which percaive your agency in different ways.
Determine factors which contribute to agency image.

Identify ways in which a discrepancy between what an agency tries to project and
how it is actudly percaived may affect security (“image gap”).

Deve op strategies which enhance acceptance and reduce the "image gap.”

Summary: The way an agency and its personne are perceived has an influence on

security. Resistance to your presence may increase risk. NGO image is derived not only
from the messages NGOs conscioudy communicate, but aso from those unconscioudy
communicated. The way NGOs are perceived by others may be different than the way
onethinks, and this may affect security. NGOs should question staff appearance,

behavior and roles, as well as seek feedback from others as to how the NGO is perceived.
NGOs must recognize and differentiate between groups which may perceive themin
different ways, and manage persona behavior in ways which gain acceptance.

3. Power, Image, and Security

God: To explore how power and the images that portray power affect security



Objectives.

Explore the relationship between power and security.
Increase the awareness of how power isused in NGO contexts.
Understand how power can be used effectively without threstening others.

Summary: Disparity in power isadynamic in many conflicts and security problems.
People tend to fed disempowered and threatened when others around them appear to
dearly possess more power. People feding insecure or threatened are more likely to use
violence to gain a sense of power (nothing hides awhimper better than a growl).
Awareness and andysis of your own power, and your ability to useit in waysthat are
assertive without threatening others, will increase your security. Individua NGO
personnel and NGO organizations, as awhole, can make a conscious choice to divest
themsdlves of some of the symbols which serve to emphasize the differences in levels of
power between them and the local community. Adopting ateam philosophy which
emphasizes humility and the need to listen to, learn from, and often defer to loca people
and customs can dramaticaly reduce overal aggressiveness towards the NGO.

4. Legal Framework and Protection

God: To increase protection for civilians and NGO personnd through an understanding
of the legd framework of protection and through an introduction to protection strategies.

Objectives:

Describe the usud legd status of NGOs in the fidd under Internationd
Humanitarian Law (IHL).

Explain why impartidity and consent may be crucid for the protection of NGOs
providing humanitarian ass stance.

Describe options available to NGOs in responding to humanitarian or human
rights violaions, and the accompanying security consderations.

|dentify three Strategies for the protection of civilians a risk.

Summary: Under international humanitarian law, NGOs usudly recelve only the generd
protections accorded the civilian population, and are not entitled to provide humanitarian
assistance unless they first meet the twin requirements of impartidity and consent. Those
acting without meeting these requirements must serioudy consider the increased security
risks for themselves and others. NGOs must determine whét role they should play dong
the "protection continuum,” and ask whether the accompanying security risks will be
acceptable.

5. Security Strategies

God: To provide a conceptud framework for developing strategies for security
management.



Objectives.

Describe three strategies for security management.

Articulate advantages and disadvantages of each dtrategy.

Indicate the factors to consider in determining which strategy to adopt.
Articulate which drategies are mogt effective for which types of stuations and
threats.

Summary: Effective security management involves finding the most gppropriate mix of
drategiesin any given (and changing) situation. There are three potentid Strategies: (1)
acceptance as a strategy refers to that which an agency or individuad does to enhance
security through building positive relationships; (2) protection refers to the use of
procedures and protective measures to reduce vulnerability to threat; and (3) deterrence
refersto the use of counter threat, including sanctions and armed protection. Different
drategies are effective in different Stuations-a srategy which enhances security in one
gtuation may reduceit in another. A complete understanding of the Stuation, and the
complexity and dynamics of employing amix of drategies, iscrucid.

6. Armed Protection

God: To provide an overview of the considerations which inform policy and practice
concerning the use of armed protection.

Objectives:

Articulate the principles which inform a decison to use armed protection or not.
If an agency would consider the use of armed protection, articulate under what
conditions and for what purposes.

Articulate how the use of armed protection impacts how the agency is perceived.
Articulate the advantages and disadvantages of using different providers of armed
protection.

Articulate key issues in the management of armed personnel.

Summary: There is not consensus concerning whether the use of armed protection is
appropriate as a deterrent strategy for NGOs, and if S0 in what circumstances. A decison
to employ armed protection has an impact on the image of the agency aswell as on the
image of other agencies with which it islinked, either formdly or informaly. If armed
protection is used, it must provide a reasonable deterrence to specific threats and be well
managed, as the use of armed protection may have the opposte effect and actualy
increase the risks.

7. Context Assessment

God: To provide aframework to anayze the contextua aspects of the environment
which impact security, either directly or indirectly.



Objectives.

Articulate the political, socid, economic, geographica and cultura components
of aregiond/ country profile.

Articulate the different components of conflict analys's, including the causes,
participants and dynamics.

Determine the political economy of a conflict and how the agency presence and
programs might impact or be impacted by it.

Articulate how an understanding of context can impact security and the potentia
risk of being targeted.

Identify possible sources of information and their respective advantages and
limitations.

Summary: A country profile provides the foundation for security management, aswell as
for effective program planning and development. In Stuations of conflict, an
understanding of the conflict (including the motivations, resource base and shifting

rel ationships between those involved) is vitd. It is possible to reduce the likelihood of
becoming a target through effectively managing the potentid impact of agency
operations on the conflict. Accessing avariety of sources for information, and taking into
account the potentia bias and limitations of each, will help you develop amore accurate
view of the context.

8. Threat Assessment

God: To improve the ability of NGO staff to assess threats to NGO personnel and
property, thereby helping to make more-informed decisions about which security
srategies, procedures and plans to adopt.

Objectives.

Articulate the link between threat assessment and security measures.
List the types of information you want to get from a threat assessment.
List three causes of threats.

List four generd gpproaches to conducting threat assessments.

Summary: A threet is any event that may result in harm or injury to NGO personnd or
loss or damage to NGO property. Threat assessment-the analysis of the likelihood that
NGOs will confront threats-hel ps NGOs make more-informed decisions about which
Security measures to adopt. It does so by identifying the most likely threasts NGOs will
face, dlowing identification of the security measures most likely to keep NGOs safe-and
avoidance of unnecessary measures. Threat assessment is not a one-time event, but a
process of continuous re-evauation of threats to ensure that you continue to have
gppropriate security measuresin place. Techniques for threat assessment include:
interviews, andyzing patterns and trends, gauging the threet leve, and looking for
indicators that thrests may change. Each gpproach hasits own strengths and limitations.
It istherefore important to use al four together to conduct a threat assessment.



9. Vulnerability and Risk Assessment

God: To understand factors which make one more vulnerable to threat in order to reduce
the risk, or likelihood of threat by dtering those factors which can be dtered to prevent or
mitigate the harmful effects of thredt.

Objectives.

Define and articulate the link between threats, vulnerability and risk.
Lig factors affecting your vulnerability.
|dentify factors which make threats serious and how therefore to reduce the risk.

Summary: Threst is the possibility that someone will harm NGO personnd, or stedl or
damage NGO property, through purposeful, oftentviolent action. Not al NGOs are
equaly vulnerable to those threats. VVulnerahility-the extent to which an NGO is
susceptible to threat- differs among NGOs because vulnerability is based upon the
location of NGO staff and property, exposure of NGO personnel and property, vaue of
NGO property, impact of NGO programs, adoption of appropriate security measures,
compliance of staff with security messures, daff interpersona skills, and the imeage of
gaff and programs. Focusing on vulnerability assessments highlights the roles of saff
behavior and programming. Risk refersto the likelihood of being affected by threets. The
seriousness of athreat is based upon itsimpact on staff (deeths, injury, and stress,
persona belongings) and programs (success in assisting beneficiaries, program
continuation), as well as the likelihood of the threat occurring. NGOs can reduce risk by
preventing incidents from occurring and by mitigating their effectsif they do occur.
While there may not be a means of reducing threaets, NGOs may reduce their
vulnerability and risks associated with thrests.

10. Security Planning
Godl: To provide the concepts, principles, techniques and tools to develop a security plan.
Objectives.

Articulate how an agency's mission, security strategy and threat assessment are
incorporated into a security plan.

Identify who is responsible and should be included in the planning process, and
why.

Ouitline the steps for developing a security plan.

Outline the components of standard operating procedures and contingency plans.

Summary: Security planning is a process which should involve al those expected to
implement the plan. It is part of the larger security management cycle, and as such should
be based upon assessments (context, threats, vulnerabilities, risks), as well as the security
drategy of the agency. Security planning is a dynamic process requiring regular
evauation and updating as the Situation changes. The purpose of a security planisto



enable personnel to act effectively to prevent and mitigate the effects of security
problems in a manner appropriate to the agency. At minimum a security plan should
include standard operating procedures and contingency plans for the most likely
contingencies (outlining the who, where, when, and what to do).

11. Site Security

God: To enhance the security of resdentia and work environments so that operationa
objectives can be achieved with minima loss and damage to materia or injury to
personndl.

Objectives:.

|dentify factors to consider in selecting aste.

|dentify factors to evaluate in implementing Site security measures.
Articulate how different choices may impact how an agency is perceived.
Identify potentia threats to Ste security and measures which can reduce
vulnerahility.

Summary: It isimportant to seect Stes and implement security measures which reflect
the agency's security strategy. The security of aSteisrelated to the profile of the agency,
including its programs, assets and behavior of personnd. A ste and its affiliations can
influence how an agency is percaived, which, in turn, will impact vulnerability. Site
security is generaly maintained through a series of physica and procedura boundaries
which control access. Effective Site security requires that personnel consstently
implement the standard operating procedures, which should be regularly evaluated and
revised based upon changes in the Stuation.

12. Vehicles and M ovement
God: To minimize the risks associated with vehices and movement.
Objectives.

Outline standard operating procedures for responsible vehicle management.
Outline the roles and responsbilities of drivers and passengers.

|dentify measuresto take in preparation and planning of ajourney.

Outline standard operating procedures for vehicle movement, including
checkpoints, convoy organization, and reporting of incidents.

| dentify measures to reduce vulnerability to threats, including hijacking and
ambush as well as responses which mitigate the impact should they occur.

Summary: A vehicle may be an essentia working tool and a means of escaping danger.
But a least hdf of dl security incidents occur during travel because avehicle may bea
symbol or avaluable commodity which makes it and its occupants potentia targets. It is
important to have clear, agreed upon and understood guidelines on vehicle use and



management. Vehicles should be maintained in a state of operationa readiness, journeys
need to be planned, and vehicle users must be prepared to respond to arange of possible
incidents. Clarity of roles and responghilities for al personnel both for standard
operations and in the event of contingencies are essentid for effective management.

13. Tdecommunications

God: To provide an overview of teecommunications options and to outline the necessary
gepsfor initisting and maintaining a viable communications network within the NGO
environmen.

Objectives:.

Indicate the physica properties of HF, VHF, and satdllite communication.
Indicate the advantages and disadvantages of available systems.

Indicate the criteria that determine the communication needs of an agercy.
Indicate the means to achieve the greatest utility from telecommunications
systems currently in place,

Describe technological advances in tdecommunications.

Outline generd guiddines for operation for dl networks.

Summary: Without the gbility to transfer information between various levelsin an
agency, aswdl as among different agencies, an organization may face difficulty adapting
to Stuaions which arise. Different equipment has different cgpabilities. Prior to selection
of asystem, assess both the immediate and projected needs of the project, as well as
systems currently in place which one may utilize or interface with. The human factor is
the most vitd in any communications network, and the training and discipline required to
operate one are an essentia component of security management.

14. Salf Management to Reduce Vulner ability

God: To provide the principles and tools for self management to reduce the vulnerability
to thresats.

Objectives.

|dentify the different styles of managing conflict, redize which oneisyour own
dominant style, and understand the importance of using different styles depending
on the specific Stuation.

Identify methods for responding to and managing your own fear and panic.
Name the components of the arousd cycle, and what responses/characteristics
accompany each.

Identify principles for managing your anger.

Summary: The manner in which one responds to any given Stuation, criss or otherwise,
has long-term implications for how one is perceived, relationships with others, and your



security. Individuas who are aware of their patterns of dedling with crisis and understand
the impact of their style on others are less likely to behave in ways that may escdate
crigs. Those who are unaware of or deny their emotions are more likely to have the
emotions influence them in destructive ways. Reflection and menta preparation are key
in the management of intense emotions.

15. Team Management to Reduce Vulnerability
God: To increase team functioning and thereby reduce security risks.
Objectives:

Identify the characterigtics of a healthy team and indicate how such characteristics
serve to enhance security

Indicate how decision-making processes can affect the security of an NGO.
Explain the different ways to make a decison and articulate away to determine
the most appropriate and security-enhancing method for a given context.

Explore the manner in which organizations can pursue discipline and
accountability in such away as to promote gregter security.

Articulate the role of gender and itsimpact on team security.

Summary: When an NGO team functions as an effective group, the security of the team is
enhanced. Teamsin which each member understands and respects the overdl
organizationd philosophy, their place in the team, and the expectations of them both on a
dally bassand in acriss, are lessvulnerable. The primary way to establish hedthy group
functioning is by ensuring thet there is darity in organizationa identity and boundaries,
roles, communication, decision-making, conflict management and team building.

16. Preventing and Defusing Anger and Hostility

Goal: To learn how to prevent, defuse and de-escdate security incidents which involve
dedling with angry, hostile people.

Objectives:

Understand how respectful behaviors reduce vulnerability.

Explore principles which work to redirect and de-escdate aggression.

Learn specific behaviora approaches and communication skills which de-escalate
anger and hodtility through nonverbd, listening, and spesking skills.

Summary: Anger and aggression are often borne out of frustration and afeding of
powerlessness. Effortsto resst physicaly or verbdly are often counterproductive, putting
the aggressor(s) in an even more defengve position. By using nonverba and verbal
postures that reflect your cam and confident ability to repond and interact with the
aggressor, people can learn to use respectful communication to de-escalate and defuse



anger and aggression. The ability to communicate skillfully and appropriately so asto
foster acceptance has a great impact on security.

17. Abduction and Hostage Taking

God: To reduce vulnerability to abduction / hostage taking, and to be prepared to
respond in ways which mitigate damage in the event that abduction / hostage taking
occurs.

Objectives:.

I dentify measures which reduce vulnerability to abduction/hostage taking.
Articulate measures to take in contingency planning for abduction/hostage taking.
Articulate principles for surviva if abducted/taken hostage.

Articulate factors to consder while negotiating for release of hostages and
afterwards.

Summary: Matives for abduction/hostage taking vary. Threat assessment should attempt
to discern possible motivations as this will guide preventive measures beyond the genera
protective measures which can be adopted. Management of a hostage Situation requires
resources and skills which must be anticipated, planned, and prepared for-before a
Stuation occurs. Preparation in advance for what to expect and how to behave should one
be taken hostage may serve to mitigate the harm done.

18. Landmines

God: To minimize the risks associated with working in places where the presence of
landminesis possible.

Objectives.

Describe types of mines and the ways in which they are triggered.

Identify precautions to take in an areaiin which landmines may be located.
Identify areas likely to be mined (reflected in the reasons for laying mines).
|dentify indications of the presence of mines.

Describe actions to take on finding onesdlf in amine fidd, or on suspicion of
being in one.

Summary: An agency should obtain the help of loca expertise to carry out athresat
assessment and training when operaing in an areawhich is potentialy mined. Obtain as
much information as possible before entering an unfamiliar area. Landmines arelaid for a
reason, and an understanding of the history, context and geography may help to
understand which areas are most likely to be mined. Avoid mined aress. If you do find
yoursdf in aminefidd, sop al movement, follow prescribed measures for extricating
yoursdf if thereis no possibility of outsde assstance, mark the mine or mine field, and
report the incident in order to warn others.



19. Stressand Trauma

Godl: To describe the process and skills needed to address stress and trauma experienced
by NGO workers after a critical incident.

Objectives:.

Describe the expected effects of stress and trauma on an individud.
Detail the processes used in a" Critical Incident Stress Debriefing.”
Provide a guide for those who need to conduct Critical Incident Stress
Debriefings.

Summary: Addressing the stress and trauma of NGO workers in insecure environments
needs to be integrated into NGO security procedures. It is not unusua for individuals
who have been exposed to a security Situation to experience many of the symptoms
associated with traumaand victimization. The physical and emaotiona aftermath can be
very intense. This module details the skills and procedures used to address critical
incident stress.

20. Security Information Management

God: To articulate the importance of maintaining adiscipline of syslemétic reporting,
andyds and communication of security related information.

Objectives:.

|dentify the essentid components of an incident report and a process for
reporting.

Articulate factors to consder in the andysis of an incident.

Articulate a process/policy for communication/sharing of security related
information both interndly and externdly.

Articulate a process whereby evauation of security informetion feedsinto
security planning.

Summary: Incident reporting is the basic dement in security information management,
and should dso include the reporting of incidents averted. Further analysis of incidents
should be done and fed into ongoing threat assessment and revison of security plans.
Security information may be sensitive and mechanisms for communicating discretely
must be considered. Incidents which hgppen to one agency may have implications for
others. Therefore ways of sharing information which balance discreteness and
transparency must be found.



Evaluation

For the courses, there were both forma and informa methods of evauation, including
thefallowing:

Dally written evauations;

Dally meetings with rotating representatives of the participants;

Find written course evaluation;

Final small group discussions, feedback, and plenary discussions,

Solicitation of post-course feedback from participants returning to fied (with a
focus on the general usefulness of the course and use of course materid).

Formal Evaluation Results

The formd evauations provided to course participants resulted in the following
conclusons

Participants objectives met. Eighty percent (80%) of the responding participants
indicated that the course met their objectives.

Experienced participants the most satisfied. Participants with more than eighteen
months of experience were more satisfied than those with less than eighteen
months of experience.

Good exchange of ideas. For both courses, 100% of the responding participants
indicated that the course provided an opportunity to exchange ideas with others of
gmiler interests.

Importance of different perspectives. In the first pilot course, 100% of the
responding participants indicated that the multi-agency and multi-national aspect

of the course was essential.

"Nationality affects how we perceive. How we perceive, or are perceived affects
our security. Multi-nationa participation brought vivid examples of how
perception can differ into the classroom.” Toby Porter, OXFAM UK

Importance of regional training. Participants indicated the course should be
replicated regiondly.

Importance of train-the-trainers. In the first pilot course, which included atrain-
the-trainers (TOT) component, 96% of the responding participants indicated that
the TOT component was essentid. Many fdt, however, that it would be helpful to
lengthen the course, separating out the TOT component. As directed by
USAID/OFDA, the second pilot course had no TOT component.

Mixed satisfaction with the weighting of topics. Only 55% of the responding
participants were satisfied with the weighting of the topics, though there was no
clear consensus- by field/headquarters or amount of experience-on which ones



should be emphasized more and which less. Some found a need for greater focus
on the conceptua aspects and others for greater focus on the technical.

"I returned from the security training on Monday evening and on Tuesday the US
and British governments asked dl of ther citizens to leave Monrovia. Since the
US embassy was under thresat they could provide no assstance... The geography
of Monroviais smilar to Hamingor City. This quick opportunity to put the
security training to use enabled me to redlly assesswhat | got out of the training.
More than anything else it was the development of a confidence to address a
variety of security Studtions. | felt very sure of mysdlf in knowing what factors to
take into account in making decisons...So thanks for avery effective and
relevant training." Sue Dwyer, International Rescue Committee

Working Group Observations

After developing the course modules and running two pilot courses, the Working Group
agreed on severd observations about the course that may be relevant to those considering
future effortsin NGO security training.

Importance of Targeting Participants

While this course targeted personne managing field security, the diversity among
participants in the courses contributed both to the level of satisfaction and the leved of
frustration. It gppears appropriate that there could be benefits from having three generd
types of security courses.

Basic personal security. While not losng sight of the importance of relationships,
andyticd skills, and decison making, there is a clear need for abasic coursein
security for inexperienced field workers without security oversight

responshilities. Such a course could draw on the philosophy of the courses
developed for this project and include the emphasis on interpersond skills, but
would focus relatively more on operationa procedures and equipment, including
vehicles and movement, Site security, and telecommunications.

NGO security management. This"leve," the focus of the InterAction course, was
determined to be the priority need by the NGO members of the Task Force, and
the area with the greatest potentia for impacting NGO security. To the extent
participants in this type of course aready have basic skills, the course could focus
relatively more on anaytica skills, decisonmeaking, planning, and coordination.
Headquarters security awareness. In developing and piloting the two courses, it
became clear that there was a compelling need for a"knowledgeable
commitment” from headquarters for fidld staff to achieve broad and effective
implementation of improved security. To ensure that such acommitment exigts, it
would be important to have a short seminar/workshop on security to senditize
headquarters Saff to the challenges of field security in new operating
environments;, identify and address points of conflict between headquarters and



fidd staffs, determine the headquarters-leve policy implications of security
issues,; and address headquarters-level concerns such as liability issues and
hostage negotiation.

Challengeof Training Trainers

To maximize security training it isimportant to train trainers, however this proved too
much materid to put into aone-week course. It was attempted in the first pilot with
incluson of aTOT component, which was diminated in the second pilot. In both pilot
courses, participants felt that there was not adequate time to cover everything they wished
in the depth they wished. Future courses should be longer than one week to include a
train-the-trainers component.

Materials Development

Thereis sl sgnificant work to be done before a complete, refined NGO security
management course is produced. As noted previoudy, during the development of the
course it became clear that the traditiona approach to security was not completely
gpplicable to the NGO community. The Working Group, therefore, had to develop many
of the modules with little to draw upon.

The result was a series of written products-modules and |lesson plans-that remain in need
of testing and refinement, and which do not cover every important issue. Although
satisfaction with the course was very high, the Working Group concluded that further
work is needed to make it more usable. To refine the materid, the following efforts are
required:

Conduct research and develop materias on issues not yet covered in modules
produced for the course, such as cash management and security coordination.
Refine the contents of modules that address previoudy undocumented issues. For
the security srategies module, for example, it isimportant to identify which
Security Srategies have proven effective in different types of Stuations, aswell as
how to baance security Strategies when faced with multiple types of threats.
Held-test the materids devel oped.

To make the materia more usable, following further research and fidd testing, it will be
possible to further develop and refine the course design and exercises, synthesize the
materid in the form of afield guide; and develop atrainer's manud to accompany the
field guide.

Regional, Resear ch-Oriented Training

The need for more research and better documentation suggests that future work in this
areamight benefit from conducting integrated training and research which brings out the
experiences of participants, and helpsto identify good practices. Doing so on aregiond
basswould:



Train more NGO personnel and obtain more feed- back;

FHed-test the materid by interviewing those implementing it after the course;
Facilitate research on issues such as region-specific security problems and
solutions, interagency communication and collaboration on security, and nationa

staff perspectives.

Contributorstothe Course

Deveoping the course required the efforts of many people. We would firg like to thank
the following individuas and inditutions who cortributed to the work of this project by
attending advisory Task Force meetings or by providing supporting documents: Jannie
Armatrong of American Refugee Committee, Pete Bradford of OFDA, Lucy Brown of
American Red Cross, Dave Brubaker, Christian Captier of Action ContrelaFaim, Millie
Casperson of American Refugee Committee, Frank Catania of Save the Children US,
Kryss Chupp of Christian Peacemaking Team, Aline Curran of UNICEF, Philippe Dind
of the International Committee of the Red Cross, Jonathan Dworken of the Center for
Nava Anayses, Pierre Gdlien of Action Contre laFaim, Harlan Hale of CARE, Andy
Harris of ANSER, Pete Henderson of OFDA, David Jennings, Bob Kierce, Bob
MacPherson of CARE, Randy Martin of International Rescue Committee, Gerald
Martone of International Rescue Committee, Dawn McRae-Lopez of Internationa
Medica Corps, Tim Pasquarelli, Chuck Rogers of World Vision, Carolyn Shrock- Shenk
of Mennonite Central Committee, Barbara Smith of International Rescue Committee, and
Stephen Tomlin of International Medica Corps.

We would aso like to thank members of the Security Working Group who developed the
course modules and held the pilot courses.
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1200 Park Rd., Harrisonburg VA 22802, (540)432-4497, schirchl@emu.edu
Koenraad VVan Brabant: Overseas Development Ingtitute, Portland House, Stag
Place, London SW1E 5DP UK, k.brabant@odi.org.uk

This group intends to continue to work together after the closing of the project at
InterAction. They may be contacted through the Project Director or individualy.



Authorship of specific modules is noted on each module in the course binder, which is
available through InterAction.



